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Performance Manager Access Request Form Instructions
Section A: Type of Request
         1. New Access - User who has not had prior access or training to Performance Manager System.         2. Change Access - User who currently has access and is requesting access to additional entity data.
         3. Terminate Access - User has either terminated from UPHS or no longer requires access to PM.
Section B: Access Request
                  1. Please check the Entity that you are requesting access to.           2. If you are an Entity employee, you must obtain authorization (signature) from each Entity's Chief 
             Financial Officer (CFO) or designee.
            CCA                        Joseph Heaney                  (610) 902-1739      joseph.heaney@pennmedicine.upenn.edu                              CCH                        Charmaine Rochester         (610) 431-5087      charmaine.rochester@pennmedicine.upenn.edu                  
            CPUP                        James Rush                  (215) 614-0193      james.rush@pennmedicine.upenn.edu                  
            PAH                        Frank Anastasi                  (215) 829-8428      frank.anastasi@pennmedicine.upenn.edu
            PMC                        Gene Gofman                  (215) 662-9863      gene.gofman@pennmedicine.upenn.edu         
            HUP                        Julia Puchtler                  (215) 614-1432      julia.puchtler@pennmedicine.upenn.edu         
            Princeton           Guilherme Valladares         (609) 853-7107      guilherme.valladares@pennmedicine.upenn.edu         
 
                 3. If you are a Corporate employee and work in one of the following departments:
             Strategic Decision Support, Clinical Effectiveness & Quality Improvement, Business Development, Managed Care, 
             General Accounting, or Data Analytics Center, you only need to have your Manager's approval.
Section C: User Profile
         1. All fields are required to be completed in this section.
         2. PM contains patient protected health information (PHI) that may be accessible to you.
             Access requires HIPAA training compliance, and can be met as follows:
                  a. Completion of the following course within 1 year:
                                 · Protecting Patient Information (HIPAA)
                  b. Recommended completion of the following course within 3 years:
                                 · CITI Protection of Human Subjects Research Training
         
         The courses are searchable within KnowledgeLink and can be self-assigned.
 
         Princeton Users will need to provide their HIPAA Certificate of Completion from HealthStream.
Section D: Intended use of data obtained from Performance Manager (PM) System.
                  1. Briefly describe how you intend to use the data. 
Signature / Questions:         
         1. Please read the Confidentiality Agreement and sign and date your request.         2. Please have your Manager sign and date the request.         3. Once the form is completed, authorized by the appropriate CFO's and signed, 
             please submit request via IS Service Portal to Data Analytics Operations with the form attached.
Section E: University / Research Employees Only
                  1. If your intended use is for research, indicate appropriate IRB information.
         2. If you're a University employee, but using PM for Health System operations and not research, you only need to
             complete the non-IRB questions (HIPAA training, Penn ID, DOB).
PERFORMANCE MANAGER ACCESS REQUEST FORM 
Section C:  User Profile
Section D:  Intended use of data obtained from Performance Manager (PM) System / Description of Research
Section B:  Access Request
CFO Authorization
Type of User:
Section A:  Type of Request:
Section E:  University / Research Employees Only
CONFIDENTIALITY AGREEMENT
I understand that in using the UPHS PM System, I may gain access to certain confidential and/or proprietary information, including but not limited to financial and patient information.  I hereby agree to keep this information, as well as my sign on and password, confidential and not disclose it to others, including other employees, patients, or family members, unless I am otherwise authorized by the Health System or, where appropriate, required by law.  If I release such confidential and/or proprietary information without proper authorization or as required by law, I acknowledge that I will lose access to the PM System and may be subject to disciplinary actions, including termination.
 
I understand that I must comply with the Health System policies and procedures regarding protected health information under HIPAA and HITECH regulations, including, but not limited to the proper usage and storage of HIPAA protected data. 
 
See UPHS policy: http://accesspoint.uphs.upenn.edu:80/sites/InfoSecurity/Policy/Policies/Data Protection Policy.pdf
Employee's Signature:
Manager's Signature:
Date
Date
DSS Operations Approval:
Access appropriately authorized
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